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Internet of Things

RequirementsEncrypted Query Processing

● IoT: unique forms of interaction with our immediate surroundings


●Database queries: simple math operations: e.g., Equality (=, <>), comparison 
(>, <, >=, <=), between, where, group by, order by, min/max
●Set of Encryption Schemes

! Random
! Deterministic
! Order-preserving
! Homomorphic

Vulnerabilities

Future Work
●Prototype implementation & evaluation
● Integration in real-world applications 
●Battery-life impact and user experience
●Secure sharing of data
●Encrypted Data Analysis

! Protection of individual data
! Private function computation

Early Results

●Collection of private data
! Simple data allow inferring personal well-being, 

diseases, relationships,  etc.
●Hackers and curious admins

! Unauthorized Sharing
! Disclosure of sensitive private data

●Threat Model
! Honest-but-Curious

●Constraint devices
! CPU            
! Memory      
! Bandwidth
! Energy

●Order-preserving Encryption
! Interactive approach: computation vs. communication
! Mutable Order-Preserving 
! Balanced k-ary Search Tree

●Homomorphic Encryption
! BigNum vs. Elliptic Curve Cryptography
! Paillier vs. EC-ElGamal
! Mutable Order-preserving Encoding (mOPE)

Our Approach
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●mOPE performance
! Balanced k-ary Search Tree
! Network communication

●EC-ElGamal Decryption
! Baby-Step-Giant Algorithm
! Google Nexus 5
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Internet of Things  (物联网: 我们和周围环境独特的互动模式） 
IoT: unique forms of interaction with our immediate surroundings 

IoT: Encrypted Query Processing (加密的查询处理) 
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Radio-based Device-free Sensing （无基于无线的感应）

Direct Path
Multi-path by surrounding 
environment
Multi-path by Sitting

Direct Path
Multi-path by surrounding
environment
Multi-path by Activity

Multi-path by Standing

... ... ...... ...

Lying Sitting Standing Walking

Activity

CSI

Lying Sitting Standing Walking

5.8 GHz (802.11)
Channel 157

Radio-based Device-free Sensing Under Radio 
Interference (抗干扰的无基于无线的感应)  

Biometric Recognition (Face, Gait) in 
Wearable Systems （生物特征识别（人

脸，步态）的可穿戴系统）
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FRR = FAR
EER = 0.084
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Dynamic-SRC
SRC (SF)
SRC (MV)
SRC (Pad)
DTW+NN
TDE-TM
NN

Indoor Localisation/Navigation (室
内定位导航) 

Battery-free step counters and activity monitors, 
6LoWPAN (secure low power communications), 

Biometric recognition (face, gait) in wearable systems 
Wearable vision, 

Indoor and outdoor localisation 
Compressive Sensing 

无电池计步器,  无电池活动监控器,  
基于IPv6的低功耗安全无线个人区域网络, 
生物特征(脸，步态)识别 的可穿戴式系统

可穿戴视觉

室内和室外定位
压缩感知 
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